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Application Programming Interface

connection between computers or between computer programs.

From Wikipedia
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1. Application Programming Inference

2. Android Programming Interface

3. Application Programming Interface

4. Application Protocol Interface
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User

Your App Google Servers
i | d ~ Token 23
Request token ———»
| - AR EE JY
> User login & consent
- Ol AC Y3
I Authorization - - - - - -1
code
—— - 015 DX Token L2 2F
Exchange code il
for token
| ~ Token 28l
-« - - - - Token response - - - - - 4
s
: > API S& Al Token &8
Use token to call
Google API ' D
- '
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API  APIs & Services
Support
IAM & Admin

Getting started

5 ¢ o =

Compliance

Credentials

APl key

-+ CREATE CREDENTIALS

Enabled APIs & services
Library

Credentials

onsent screen
verification

age agreements

@ DELETE

Create credentials to ac'  |dentifies your project using a simple API key to check quota and access

OAuth client ID

A To protect yc Requests user consent so your app can access the user's data

Service account

APl Keys

e

Enables server-to-server, app-level authentication using robot accounts

& Create OAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more about OAuth client types.

- Application type *

Web application v }
- Name *
MyOAuthClient }

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

-URIs 1*
http://localhost:8080

-+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

-URIs 1*
{ http://localhost:8080/0auth/redirect

-+ ADD URI
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OAuth client created

"web": {
“"client_id":

The client ID and secret can always be accessed from Credentials in APIs &
Services

"project_id
"auth _uri":
"token_uri”:

"auth_provider x509 cert url":

"client secret”:

OAuth is limited to 100 sensitive scope logins until the OAuth
consent screen is verified. This may require a verification process
that can take several days.

Your Client ID ‘ Pedlrect_ur?s -
o

Your Client Secret

¥ DOWNLOAD JSON
OK
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OAuth2 24 24

T Default gt &9
application_type OAuth2E 2= & Application?| Type
client_id OAuth2E AtE & Application2| ID

project_id 2= & Project ID
auth_uri https://accounts.google.com/o/oauth2/auth Authorization Al 2& URI
token_uri https://oauth2.googleapis.com/token Token &2 Al 2& URI

auth_provider x509 cert_uri https://www.googleapis.com/oauth2/v1/certs | Google Cert2| =4

client_secret Token &2 Al HI=
redirect Uris MEXIL Het B2 5= 228 = 2|0/ @ot=
- X
javascript_origins Javascript Web App AtE Al Source®| Origin =4
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User
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Your App Google Servers
Request token ———»
> User login & consent
- ----- Authorization - - - - - -4
code —
Exchange code sl
for token
-« - - - - Token response - - - - - -
N
Use token to call
Google APl — %

https://accounts.google.com/o/oauth2/v2/auth?
scope=https%3A//www.googleapis.com/auth/drive.metadata.readonly&
access_type=offline&
include_granted_scopes=true&
response_type=code&
state=state_parameter_passthrough_value&
redirect_uri=https%3A//oauth2.example.com/code&
client_id=client_id

https:/loauth2.example.com/auth?code=4/P7q7W91a-oMsCeLvlaQm6bTrgtp7

https://oauth2.googleapis.com/token
POST /token HTTP/1.1
Host: oauth2.googleapis.com
Content-Type: application/x-www-form-urlencoded

code=4/P7q7W91a-oMsCelLvliaQm6bTrgtp7&
client_id=your_client_id&
client_secret=your_client_secret&
redirect_uri=https%3A//oauth2.example.com/code&
grant_type=authorization_code

"access_token": "1/fFAGRNJru1FTz70BzhT3Zg",

"expires_in": 3920,

"token_type": "Bearer",

"scope": "https://www.googleapis.com/auth/drive.metadata.readonly”,
"refresh_token": "1//xEoDL4iW3cxl7yDbSRFYNGO01kVKM2C-259HOF2aQbl"
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Google OAuth2 Playground

Google OAuth2 Playground 0fl A
OAuth2 215 S &

APIE MEE = US

L et Google

https://developers.google.com/oauthplayground

27174

{ > Google Developers

OAuth 2.0 Playground X

» Step 1 Select & authorize APIs
» Step 2 Exchange authorization code for tokens

v Step 3 Configure request to API

Construct your HTTP request by specifying the URI,

headers, content type and request body.

HTTP Method,

Then click the "Send the request” button to initiate the HTTP Request.

HTTP Method:  GET 4 Add headers 0
Request URL:

Content-Type:

Send the request List possible operations

Note: The OAuth access token in Step 2 will be added to the Authorization header of

the renuest

https://compute.googleapis.com/compute/v1/projects/iaas-demc

>

Request / Response

GET Acompute/vl/projects/iaas—demo-208601/zones
Host : compute.googleapis.con

Content-length: O
duthorization: Bearer ya29.A04RrdaM-4fUREkByzwW

HTTPA1.1 200 OK

Content-lenath: 32390

A-wss-protection: O

Content-location: https://compute.googleapis.co
#-content-tvpe-options: nosniff
Transfer-encoding: chunked

Yary: Origin, X-Origin, Referer

Server: ESF

Etag: dDAvSKGsFyWsJST5-940i2X5040=/P1SUxpt JNEKS
Cache-control: private

Date: Tue, 26 Apr 2022 07:33:02 GMT
A-frame-options: SAMEORIGIN

Alt-svc: h3=":443"; ma=2592000,h3-29=":443"; ma
Content-type: application/json; charset=UTF-8
-content-encoding: gzip

f

“cpuPlatform”™: "Intel Broadwell”,

“reservationAffinity”: {
“consumeReservationType”: "ANY_RESERVATION"
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Y

A4

JWTE 44 & A Y

A4

JWTE 0|26t Token 23

Server App Google Servers
| i
L Create and E
sign JWT !
| Use JWTto .
request token
T, Token ...
response
—
- Use token to call ——
Google API

e ol
[

Token S&

Y

APl S& Al Token 82
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API  APIs & Services >

Support

W
© IAM & Admin
<

Getting started

ﬁ'a Compliance

Credentials

Create credentials to aci

A To protect y¢

APl Keys

Enabled APIs & services

> Library
Credentials
>
OAut

-+ CREATE CREDENTIALS

APl key

Identifies your project using a simple API key to check quota and access

OAuth client ID

Requests user consent so your app can access the user's data

Service account

Enables server-to-server, app-level authentication using robot accounts

onsent screen
verification

age agreements

@ DELETE

Create service account

@ Service account details

Service account name

[ my-service-account ]
Display name for this service account
Service it ID *
[ my-service-account X C }
Email address: my-service-account@wmsssssem s - jam.gserviceaccount.com
s}
{ Service account description }
Describe what this service account will do
CREATE AND CONTINUE

Grant this service account access to project
(optional)
|
© Grant users access to this service account (optional)

3 o
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Create private key for "my-service-account’

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
® JSON
Recommended
O P12
For backward compatibility with code using the P12 format

"type":

"project _id":

"private_key id":

"private key":

"client_email”: "my-service-accountf
"client_id":

"auth uri”:

"token_uri": "
"auth_provider x509 cer
“client_x509_cert_url™: "https://www.

31/74

BESPIN GLOBAL &Y Google Cloud



HHIA HE 915 RERA

SR Default gt &3
type service_account OAuth2E€ 2 =< Application®| Type
project_id 2 == Project ID
private_key id Token 2l Al &4 E U= ID
private _key SHA2562 = &3lit|= KEY
client_email :iﬁarname>@<projectld>.iam.gserviceaccou MUlA HELS| E-mail =2
client_id OAuth2E€ AtEE MHIA HE2 ID
auth_uri https://accounts.google.com/o/oauth2/auth Authorization Al 2& URI
token_uri https://oauth2.googleapis.com/token Token 23 Al 2& URI

auth_provider x509 cert_uri  https://www.googleapis.com/oauth2/v1/certs | Google Cert2| =4

https://www.googleapis.com/robot/v1/metadat

client_x509_cert_uri a/x509/<client_email>

MElA HE 2| Cert =4
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Google Servers

Server App

L Create and

{Base64url encoded header}.
{Base64url encoded claim set}.
{Base64url encoded signature}

- Google API

sign JWT
| Use JWTto .
request token
T, Token ...
response

- Use token to call —%

https://oauth2.googleapis.com/token

POST /token HTTP/1.1
Host: oauth2.googleapis.com
Content-Type: application/x-www-form-urlencoded

grant_type=urn%3Aietf%3Aparams%3Aoauth%3Agrant-type%3Ajwt-bearer&as
sertion={Base64url encoded header}.{Base64url encoded claim set}.{Base64url
encoded signature}

"access_token": "1/8xbJqaOZXSUZbHLISEOtu1pxz3fmmetKx9W8CV4t79M",
"scope": "https://www.googleapis.com/auth/prediction”

"token_type": "Bearer",

"expires_in": 3600
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GCP API

Sg os MHBIA AS g s

o ABHALES KL « Google Cloud « RESTAPI
« Google Workspace AtZ At « Google Workspace « gRPC
« Cloud Identity At& Xt « Google Firebase  Client Libraries
« Service Account » Google Play o Go

» Google Analytics o C#

* Youtube o Python

. .. o Java

o
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GCP API2| /21X

@ Access Token 2 &
® &

@ Access Token &2
AP T} Google 21&

Client
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GCPAPI 282 &y OMEE N
o A0 F Xl ? Y  (5arisg
Client Cloud — —
IAM .
Compute —
BigQuery —
AML
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REST API gRPC Client Libraries

« HTTP/1.0, HTTP/1.1, HTTP/2.0 - ool S .« 2 100N BB X

« JSON/REST Q& H 0] A ZHE ZYH ISE N2

« HTTPS Only e QEAA I Google 1S = HE&foll
Googlelll Al XIS M2 OlFH K=
Here 2R E SA0 Het 5
Z2 A 2(RPC) +ZFO MR HEE
Al AE 2% Hel
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REST API

« HTTP/1.0, HTTP/1.1, HTTP/2.0
* JSON/REST /& IOl A
« HTTPS Only
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25 Hel

BESPIN GLOBAL &Y Google Cloud



GCPAPI &2 28

REST API

HTTP/1.0, HTTP/1.1, HTTP/2.0
JSON/REST QI & HI O] A
HTTPS Only
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Client Libraries
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Client Libraries
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@ python

Client Libraries

n o
o@d ¢
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Lt= =& GCP APIZ &20| E2Jt=s

1. REST API

2. gRPC

3. Client Library

4. SOAP
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GCP API Documents

2t T & 2| Reference TabOll A & 92l Jts

GO gle Cloud Why Google  Solutions  Products  Pricing  Getting Started

Compute Engine Overview Guides Reference Samples Support Resources

= Filter

Compute Engine > Documentation > Reference

Compute Engine

All APIs and references APIS and references N
» Compute Engine API
» 0S Login API Compute Engine API

» OS Config API
» gcloud compute

» Google Cloud Console V1API reference
Programming reference for the V1 Compute Engine API

Beta APl reference
Programming reference for the Beta Compute Engine API.
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GCP API Documents

Ul Al: GCP APIZE Sl Compute Engine?| instance get2 REST

https://cloud.google.com/compute/docs/reference/r
est/vi1/instances/get
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Compute Engine

API 2=

Overview

Guides

Reference Samples Support Resources

APl B Al

LAAOCZE STHL

O

Contact Us

API A2

-

-

-

-

-

-

-

-

-

-

-

globalOperations
globalOrganizationOperations
globalPublicDelegatedPrefixes
healthChecks
httpHealthChecks
httpsHealthChecks
imageFamilyViews
images
instanceGroupManagers
instanceGroups
instanceTemplates
instances
Overview
addAccessConfig
addResourcePolicies
aggregatedList
attachDisk
bulkinsert
delete
deleteAccessConfig
detachDisk
get
getEffectiveFirewalls
getGuestAttributes
getlamPolicy
getScreenshot
getSerialPortOutput
getShieldedinstanceldentity

insert

Method: instances.get 0O

o] mlo|x|2| LiE
HTTP request

Path parameters
Request body
Response body
Authorization Scopes

IAM Permissions

Returns the specified Instance resource. Gets a list of available

HTTP request

GET
https://compute.googleapis.com/compute/vi/projects
celd}

The URL uses gRPC Transcoding syntax.

Path parameters

Parameters
project string

Project ID for this request.
zone string

Zr

Call this method on live data and see the result.
Experiment with authorization and field settings.
For help, check the APIs Explorer documentation.

Request parameters
project

I string

zone

I string

instance

I string

Show standard parameters v

Credentials @

Google OAuth 2.0

OAuth 2.0 provides authenticated access to an API

Show scopes
API key

An API key is a unique string that lets you access an API

By clicking above, | agree that my use of the APIs Explorer is

governed by the Terms and Privacy Policy.

BESPIN GLOBAL &Y Google Cloud




GCP API Documents

Ol Al: GCP APIE S0 Compute Enginel| instance getS REST 24122 E2 2|

HTTP 24

47174

S = YH(GET, POST &)
== URL

Path Parameters
Request Body

Response Body

HTTP request

GET
https://compute.googleapis.com/compute/v1/projects/{project}/zones/{zone}/instances/{reso

The URL uses gRPC Transcoding syntax.

Path parameters

Parameters
project string
Project ID for this request.
zone string
The name of the zone for this request.
resourceld string

Name of the instance resource to return.

Request body

The request body must be empty.

Response body

If successful, the response body contains data with the following structure:

Represents an Instance resource.

An instance is a virtual machine that is hosted on Google Cloud Platform. For more information, read Virtual Machine

Instances.

JSON representation

{
"kind": string,
"id": string,
"creationTimestamp"”: string,
"name" : string,
"description”: string,
“tags": {

BESPIN GLOBAL &Y Google Cloud



GCP API Documents

Ml Al: GCP APIE &0 Compute Enginel| instance get= REST

https://cloud.google.com/compute/docs/reference/r
est/v1/instances/get

Compute Engine  Overview

» globalOperations

» globalOrganizationOperations

» globalPublicDelegatedPrefixes

» healthChecks

» hitpHealthChecks

» hitpsHealthChecks

» imageFamilyViews

» images

» instanceGroupManagers

» instanceGroups

» instanceTemplates

~ instances
Overview
addAccessConfig
addResourcePolicies
aggregatedList
attachDisk
bulkinsert
delete
deleteAccessConfig
detachDisk
get
getEffectiveFirewalls
getGuestAttributes
getlamPolicy
getScreenshot
getSerialPortOutput
getshieldedinstanceldentity

48/74

Guides

Reference ~ Samples  Support  Resources Contact Us

I @ Parameter & &

Request parameters

LAAOCZE STHL

Request 2 & Sample a

Try this method

Compute Engine > Documentation > Reference

Call this method on live data and see the result
Experiment with authorization and field settings.
For help, check the APIs Explorer documentation.

Method: instances.get 0

of molx|2] LH2 Request parameters
HTTP request

project

Path parameters
Request body
Response body
Authorization Scopes

IAM Permissions

Returns the specified Instance resource. Gets a list of available i

Show standard parameters v

HTTP request
GET Credentials @
https://compute.googleapis.com/compute/vi/projects/{|
Google OAuth 2.0
celd}
OAuth 2.0 provides authenticated access to an API
The URL uses gRPC Transcoding syntax. Show scopes ~

API key

An API key is a unique string that lets you access an API

Path parameters

Parameters
project string

Project ID for this request {5
zone string

DFO]‘L"CL

I my-project-id
zone

| us-centralil-a
instance

I my-instance-id

Show standard parameters v

Credentials @

Google OAuth 2.0

OAuth 2.0 provides authenticated access to an API. Hid:

https://www.googleapis.com/auth/cloud-platform
https://www.googleapis.com/auth/compute

https://www.googleapis.com/auth/compute.readonly

NSO OAuth2 S8 43

Terms | Privacy Policy

curl # | : Wiy
‘https://conpute.googleapis. com/compute/vl/projects/my-project-id/zones/us-central 1-a/instances/my-instance-

[ YOUR_ACCESS_TOKEN] " #

--header '#ccept: application/json’ ¥

--header "Authorization: Bear

--compressed

curl \

'https://compute.googleapis.com/compute/v1/
projects/my-project-id/zones/us-central1-a/in
stances/my-instance-id \

--header 'Authorization: Bearer
[YOUR_ACCESS TOKEN]'\

--header 'Accept: application/json'\

--compressed

BESPIN GLOBAL &Y Google Cloud



GCP API Documents

Ol Al: GCP APIZ &3l Compute Engine2!

49/74

Try this method

Request parameters
project

I iaas-demo-2088601

zone

I us-centrall-a

instance

| csb-instance-1

Show standard parameters v

Credentials @

Google OAuth 2.0
OAuth 2.0 provides authenticated access to an API. Hide scopes ~
https://www.googleapis.com/auth/cloud-platform
https://www.googleapis.com/auth/compute
https://www.googleapis.com/auth/compute.readonly

[J API key

An APl key is a unique string that lets you access an APL.

Terms | Privacy Policy

instance get= REST &4l 2 =227

cURL HTTP JAVASCRIPT

curl # B0
"https://compute. googleapis.con/conpute/vl/projects/iaas-deno-208601/zones/us-central1-a/instances/cst
--header 'Authorization: Bearer [YOUR_ACCESS_TOKEN]' #
--header 'Accept: application/json' #
--compressed

Uiz & 20 32

application/json Raw HTTP Response X

N sg 2= —
vi{
"kind": "computedinstance”,
"id": "3214429733098185162",
“creationTimestanp": "2022-04-26723:13:57.612-07:00",
"name": "csh-instance-1",
"description”: "",
v Ctags": { %a Body
“fingerprint": "42WnSpBBrSH="
1]
"machineType": "https://www.googleapis.con/conpute/vl/projects/iaas-deno-208601/zones/us-centrall-a/na
"status": "TERMINATED",
"zone": "https://www.googleapis.com/conpute/vl/projects/iaas-deno-208601/zones/us-centrall-a",
"canlpForward": false,
"networkinterfaces": [
z {

"kind": "compute#networkinterface”,
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GCP API Documents
Ul Al: GCP APIZ S0 Compute Enginel| instance getS REST 24192 E4 2|

Try this method ar
Request parameters CURE il
project curl # [ W]

‘https://compute.googleapis. con/conpute/vl/projects/iaas-deno-208601/zones/us-centrall-a/instances/cst
--header 'Authorization: Bearer [YOUR_ACCESS_TOKEN]' #
--header 'Accept: application/json’ #

I iaas-demo-208601

zone
--compressed

| us-centrall-a

instance

I csb-instance-1

Show standard parameters v

Credentials @

[J Google OAuth 2.0

22 20 32
OAuth 2.0 provides authenticated access to an API. Hide scopes ~

https://www.googleapis.com/auth/cloud-platform

application/json Raw HTTP Response X
https://www.googleapis.com/auth/compute

= |
https://www.googleapis.com/auth/compute.readonly i 0" a 3_
RS

O API key »  terror”: {
“code": 401,
An API key is a unique string that lets you access an API. "message”: "Request is missing required authentication credential. Expected OAuth 2 access token, 1¢
v "errors”: [

X {
"message”: "Login Reauired.”,

“domain": "global",

Terms | Privacy Policy ‘reason”: "required’, 0" a LH o
"location": "Authorization",

"locationType": "header"

¥

"status": "UNAUTHENTICATED",
v "details": [
v {
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Troubleshooting GCP API

@ Access Token 2 &
® @

@ Access Token &2
INE=3\! Google 2I'S

Ry
=
\\\\\;;5;\;;:;;\\\\\\\\\\\\\‘ P (::) APl &
So ¢+d ; : >
v ) H

@ API S & Error

GCP APIOII A Clent st
QRS YAIMLCIRH? Compute  —]
BigQuery —

Al/ML —
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Troubleshooting GCP API

s 24

Google API2| 2=

=

message Status {

int32 code =1;// X2 & S& IE FHE

string message =2; [/ S& ZE2 AR UE

repeated google.protobuf. Any details = 3; // 2F HISE L
Y

Google API= 2 &= HU0| Sl 2tHe QLT BH= AIE
(gRPC HTTP S

o [|XSHAPILAPIEZZEZ )
2 WX 2F, 9322 22 5)
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2 API FOt e [ 22H0IHEN BHetEl= google.rpe.Status QI A EH A

G|

= 89

i
O
%II
[
o
A
|0
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Troubleshooting GCP API

er 24
{
"error"; {
"code": 400,
message Status { N - "message": "API key not valid. Please pass a valid APl key.",
int32 code =1,/ U= & S& A= &= "status™: "INVALID_ARGUMENT",
_ "details": [
string message =2; [/ S& ZE2 AR UE {
repeated google.protobuf.Any details =3; // 27 HISFEE —— "%;);Fc);".: "tz\p:.glg(olgsIe”a\lri/lzflcl):)r?’/google.rpc.Errorlnfo '
) "domain": "googleapis.com”,
"metadata"; {
"service": "translate.googleapis.com”
}
}
]
}
}
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Code

A O
=
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3XX
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Troubleshooting GCP API
ol
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Client Error
Server Error

4xx
5xx
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GCP API Response Code
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Troubleshooting GCP API

GCP API Response Code

HTTP | gRPC &9
500 DATA_LOSS =08 & o= [HI0IH &4& T= A0 SMBIRSLICH 0ITis 22101 EDL AIZXNH 2B E D6 0F SLICH
500 UNKNOWN 2 e A QEI LHUSIASLICH. BSHE MH HALLICH
500 INTERNAL HE A QB LMEIQRSLICH MS RO A HIYLICH
501 NOT_IMPLEMENTED MNBOIA API HASE P& 6HR $USLICH
502 ofg gl2 AHO SEaD] &0l WERKD @8I MM SLICH LBHA HE/A PE=E 24 S ALICH.
503 UNAVAILABLE NEIAE AMEE == SlsLIC. 8EH0 A G2 LI
504 DEADLINE_EXCEEDED QF J8H0| NGSLICH 0l @B SN HASO JI2 JISHE0H BH JISS HFs S(MHIF RES Ml 4 US o=
Jlet0l S0l 2 X 2L0tA) 2Ol I8t LHYl 2= X LUAS [ LMHELICE
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Troubleshooting GCP API

GCP API Response Code

=X HEZS X2 0 MEEQ

2P Z Code & HAIXE H=

Google Cloud

GoogleS MO 3t= 0|7 &84 HE MY AXS)

BigQuery 72 710|=

HTTP
= ZH QF HAIX] ac
BigQuery accessDenied 403
REXA
X3 27|
2F HAIX]
YT 2R 2 HZ
Z2H 23 29
backendError 500
£=
503

57174

0| 2F = HMAZ ATH0| gl= HlOlE
to

AHE 4%

= Té‘
BretELICh

0| QR = HIEYI 6 E 24 == MY
TEoiet Z2 YAIHQI M ol 2y
Al grzhElL|c

Z2HsHE

2|a2 ARX0A H2ABH0] 2| 2200 CHE HA|lA
£ eFgLcL

UUHOZ 9 = FH J|CHel T ChA| A= L CE
J2{Lt 0| 252 EHISHEES 9ITt F 7HX| S48 A
Zl(jobs.get EE3} jobs.insert &)7t US
Lick.

jobs.get =

« jobs.get 2 A| 503 L7 LMsl ¥ =
HT 7|CH2l = chA| Z2ISHC

=o=

ZH0| 2tZ £|C{2tE backendError 7t Y=
QF A7t Zote|H 2 AIfEL|ct Hjo|g
Yo s ZFE L 10| Ao Kls
A= £ ASLICH

jobs.insert 3=
jobs.insert TZ A| 0] @F7+Y

=
3 07t 2Y5IX| FSLCh 0l FL
SHOF L |ch.

wote el 4
ol MAIE
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Troubleshooting GCP API

LREIE
2F MR
i1 == EE

XISt X O|
=

HOlZ2&

e Errorinfo: QtEHEO0IH AN && Jlsst 1LeteE @7 2 E M3 LICH

e Retryinfo: 22I0IHEI} AUlist LE =S MHAIES == A= AMIE S &YHotH Code.UNAVAILABLE == Code.ABORTEDO| Al BtatE
= USLICH

e QuotaFailure: &2 ZAHIF HEH AT =X £ B SHH Code.RESOURCE_EXHAUSTEDUI M BtetE = USLICH
BadRequest: 2c2t0|HE QAO| EtAIEI S HHGHH Code.INVALID_ARGUMENTOI A BtatE =~ JUSLILCE.

HTTP gRPC ABEE=E L7 MREE

400 INVALID_ARGUMENT google.rpc.BadRequest

401 UNAUTHENTICATED google.rpc.Errorinfo

429 RESOURCE_EXHAUSTED google.rpc.QuotaFailure

503 UNAVAILABLE google.rpc.RetryInfo (£ = google.rpc.Debuginfo)
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Troubleshooting GCP API

FE AN HEE Xl Y

e Google API= google.rpc.CodeE Saoll &2l &l

HE 2
2ZLAPINA 27 ZEE FIt2 Eodid= et LI

@ = MR8 2 (Status, Details) X 2l Al Xt HZE HOIZEE M2

e
>
o
Q
Im
rr
>
o »
O
I=
HU
(@

Al 2= et 1=Jt Z[00F & LICEH
of 810/ 01 OF & LICt.

o

e 429 RESOURCE_EXHAUSTED 2 =0l 3<% =Ct0IHE
USLILCEH.

Ch Olelet MAl=E &J1 &2 B ct=s 502 =S &L
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S D E(4xx, 5xx)E ALEdliOF ELIC

o OF & LICF.

NAVAILABLE 27 5038 A& == /JASLICH

TN HAIEE =
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https://github.com/googleapis/googleapis/blob/master/google/rpc/code.proto

s s 28
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=
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1. code

2. scope

3. message

4. detalls
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