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Vision Mission

Be a leading application security Pursue the progress of information and
solution provider in the world communication technology and strive for a

world in which people and knowledge by
bringing people together

Strategy Core Value
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APPLICATION INSIGHT 7|&2 ELH#S =2 7|8t 7[&EM OSI 7 Layer & 7HRM A S OfZ2|HO|MS
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Proxy
Technology

@ APPLICATION INSIGHT &

Threat 6 Technologies f'leffaaS
Intelligence 9 Platform
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Correlation Profiling
Technology Technology
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AIOS Platform

AIOS(APPLICATION INSIGHT OPERATING SYSTEM)= EL|E{3 B = H|E0f| SSkl= SHEZ0|LCL.
- Packet Driver
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v 78 REO ME N2 B= 2F : Sniffing, Mirroring, SYN_TP, Transparent Proxy, Reverse Proxy &

AlOS Platfo rm Integrated Management Interface
User

Web Mail Login DB S5L File Application Prowy
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High Performance Proxy Technology
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Proxy Technology

Client Proxy Technology ~ Reverse Proxy
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Adaptive Profiling Technology

Profiling 7|22 0| &83}0], 22X AX| B= SHS KHTSHAHL, SHe He

7l&8 NSt

AR AR 5 WY S FE Request ZTEIAU Y

It

- 7H2 Parameterdf Cist 3 24
DB HE| / 2% Z=2mdE

- SIP X2, A[EL 203

Adaptive Profiling Technology

NORMAL REQUEST

>

User

AN

User

WEB Server

WEB Server

ABNORMAL REQUEST

(0l

Profile DB

= Normal Request Profiling
= Parameter Type Analysis
= DB Query / Sentence Profiling

= Information share to Al products
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Correlation Technology

Correlation Technology 2 Sl A|2 CIZ OfZ2|AH|0[d 7t 2 2A EMo2 7| HQt HEE NSt
- Correlation Probe?t 247|E Solf AHEX FH

- HIO|F Oto|d 7|HE S8l URL, IP 7|8 MEQFSqQL 7|8 H2| HE &4

- WEB-DB #HzZ| AN &4

- SIP-RTP correlation &4

- SIP-DB correlation 24

Correlation Technology

= User Tracking Web Server

= Analysis on IP information / URL /
SQL based Query via Data mining < . [ ]
= Web-DB Query Action Analysis —_—
[
Web Appication Firewall o @
Correlation

-
\_/ @) Technology
\ DB Server

USER Internet
—> < —>

DB Firewall
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Threat Intelligence

Threat Intelligence : 7|&
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Al CLOUD Center for Threat Intelligence (AICC)
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Z2ADX HH}1

o| Hotof olMa|HA JfHE ¢

Al PRODUCTS

(AIWAF, AISWG; AICLOUD.)

@-.-®

&

AlCC

END USER

COLLECTION
Malicious Information Feed

ANALYSIS

Malicious All-file Detection
Malicious URL Detection
URL Categary Classification
Malware Similarity Analysis

PROCESSING
Data Mining & Processing

DISTRIBUTION
Malicious Infarmation Sharing
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SECaaS Platform

D LIE -2 SECaaS H|X|LIAO| X|&3} Cloud Security Platform2 E-®3t1 ULk SECaaS Platform Service Gateway, Security
Manager, Security Edge, Log Collectorl| &= 1A E Soff HEIHEHAl 78] MH|A QZ2tE FM5t0 O, T Security
Service Module2 &3l 29t MH|AE SECaaS HEZE XN STHCt 2 LIEH 2| SECaas EHE Q! AIONCLOUDE S5l 167l Global Region 407
Datacenter A{H| A QIZELE 7|HEO 2 Cloud WAF, Website, Cloud SWG A{H|AE M| St A NS = EQt MH| A= X EHO =2 FIHE
of| g o|Ct.

SECaaS Platform

AIONCLOUD AIONCLOUD
Service Gateway Security Manager -_—— —
—X<~ (Authentication/PAC/DNS 1= (Resource/Account Master DB
| /Routing..) I /Policy/Threat Updates..)
Hi | |
S A, i
T e i N——]
N’ = ‘o
*Log Collector Log Collector Log Collector
(Japan) (USA) (EMEA)
R | |
[ | aoao aooo
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**ASE #1 ASE #2 ASE #N
(AIONLCOUD Security Edge) (AIONLCOUD Security Edge) (AIONLCOUD Security Edge)

* Log Collector ~ **ASE(AIONCLOUD Security
- Security log Edge)
(Block/Detect..) - Local Manager
- Traffic log - Security Service Module
- Auth G/W
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Application

Company
Expanded confidential data
Web-based services IT Compliance
Evolving Web Threats reinforce

Transferring
Internal & external file
within the enterprise
Malicious file
distribution Company Key

communication
Focused path

of APT attack

Delivery Platform

o [ | [ [ ]
ool [ [ ]

e [ | [ [ |

Appliances
- Enterprise
- High Performance

ool [ [ ]

-
Virtual / loT
[ - Private/Public Cloud
( - AWS, MS Azure

SECaaS
- Global One Platform
- Subscription Based
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AIWAF |APPLICATIONINSIGHT WAF | #lgtste
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AIWAF (APPLICATION INSIGHT WEB APPLICATION FIREWALL)E 2t 3t HTTP Protocol 8l 4
AC0|EE Z&sl= FrtshEl ALK (Signature) 7|8to| oYM S X| @IS, CHAs £
e Hdaty X Z0|Ct.

2 7|8t9.2 Profile 7|4ho] AHEBHEl Hot M FT| Kol
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F7lsS Sl 2lF2 SHE2=2RH & MH[AE EdiFE

N
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o7l

T I e o, ClES St CIUT Y 37 9 P =mel S SEAY AR M
(Black Client IP, C&C IP 5) Of Cist MA|E S

« g MH|A E HEN(ZIEE, SEHSE, HEi) ZLEHE
» Bot Detection / CAPTCHA
« 23 59| EciHof Cigt Normalization =2

« EIX| O A=2 Q3 M HAE 7|5 &2

o A|AED MEHO [HE XtE HfOIuH_
« Non HTTP E2fE X0
- DE EXZ200 @8 o SH HoleH 24

APPLICATION INSIGHT WAF Function

OWASP Top 10 Attack

NSA Top 8 Web Vulnerability
SQL Injection

Signature Attack

Hacker

S

S - ‘ L]
INTERNET - | | . —— —
e | —_—>| .-
B L=
, AIWAF Ul A H
Application Inspection by DBAIH

Protocol Validation /
Client Signature / Vulnerability
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AISWG | APPLICATION INSIGHT SWG | & #H0|EY0| (URL ZE{E &2 M)

AISWG(APPLICATION INSIGHT SECURE WEB GATEWAY)& H|=L|A @ FAtEo| st RS MIstH, APTSE S Chstn Zlatste 8 34
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+ Threat Intelligence(AICC) H&2 Sot A7 HE HO0|E > HId FOIE E= MOt (59) + S5 AHOIZ TS HOf (6)

« SSL/TLS Y33l EBfm X
« NAT/DHCP 2t4 X| & (AFEX} 2l
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« HTTP Z2EZ0] it Full Parsing
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APPLICATION INSIGHT SWG Function

e @ Q @ — » Hazardous Site Block ‘Q.
* DLP FUnCtion [ e —

» APT Defense AISWG
o @ @ @ INTERNET | « Cloud Web URL Filtering HER)
| gam\ - ) —
2000 S -
| R | &
0 o Malicious URL & Malicious URL/code —

Gathering DB updat Internal User
External Web AICC for Tl S
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AISVA | APPLICATION INSIGHT SVA | SSL/TLS 7HA|M 22 M

AISVA(Application Insight SSL Visibility Appliance)= SSL Trafficoi| Lot S22 S

A2otE MSH22ZM 7|E 2o FHIOM H=stE ExY

= |
CHSHME ZEst morg ol HE B 4 S ssLEATo| Chet JHINE HBH K oS atoloix HEolct
S Il

« Application F& 1t F25HA 2= SSL/TLSO| CHot =23t
. OIHSC =33} AjH{ IPPORT, AISA D 740l7| 5= PP el -
. QbHISE (QIHFS.C/OIRHIS ) Bt SA| 28
. OIRHIQC 233t 9IS U 74| XIH MM o Bzl
. NAT, HIE7| E93 87 1|2
o EHT AHE M o )
“ ) . 233 271 9 ALO|E XHE (2 315 / DBYE|0|E) 22|
(HEo| 2a3 [ A% 2T Q)

o HOMA|AH OF 7t Health Check

JEl

APPLICATION INSIGHT SVA Function

| 1/
—> a Firewall SRS IPS. DLP, etc.
- o

dole 14 =3t | | olg 1% oy
SSL Malware
74D _-
< &) +HH - | = >
Xl azan [ [ [ [ ] - . @
Hacker INTERNET AISVA st ek
. 2048 Q1= 7|2 M|A| WEB Server

31 Cps ME|H = A9
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AIDFW | APPLICATION INSIGHT DFW | DB 3%

AIDFW (APPLICATION INSIGHT DB FIREWALL) 2 2tH 3t Query 248 7|82 2 AR} 7|8to] Z&sh AstA|of U M2 X0, Profile?| €| Xt53tE
Hot HMS NIHEM QR EZEHO| HFPHHQ DBEZ 2 Mo, 2 0|H #HE[E ST AR AAT|S2E Fa R FE g ES5|F
& DB Yot HZO|LC,

Sy 7|
- 1ds o2l M2 A REEM LUE2ES S HEFH EdiT XNl ds .

2oz} - ST Rle E MHEIA HESS {2 Fail-over 7|5 ME
cSQLINZ M2 ZED e 21 M| DS 22|2 Sof AM 9 22 A - WEB-Database 211 g5 R & 2 242 St dH 34%t

< ugl SR

o
* Proxy Gateway CHH| 3 0|4 52| Sniffing Gateway v' User Tracking 7ts

v 29| Tap TH|7t =R v Self-Learning Profiling 7|=2 AtE2tEl DB 2ot M 4o 8

HE
v Hybrid Mode& X|¥
APPLICATION INSIGHT DFW Function
Unauthorized DB Access _
Hacker s [ | | = —
) NSNS A thorized DB Access 4 E

DB
T T AIDEW — Server

- Authentication Conrol
- Access Control

- Self Learning Profiling
External User Unauthorized  Authorized - Pattern Control

Internal User Internal User




Section 3. AIONCLOUD




AIONCLOUD

‘/,Nw = AIONCLOUD = ¥ E¢t MH|AE M| S5tz SECaaS EHEF Y LICH
\(;(( LY = EotE MH|A (WAF) 2F ZAO|ES| ofdAE & ZITH MH|A (WMD) E &Lt
AIONCLOUD = J0j CHot CHFst 22 KHEHSHO] 8 MH E29t ds gdg sAlo 8 &= A&
WAF Service
= HW/SW €X], RX[E% 2t0|dAT He Jl= 280 & 2ot 45 £H9E MSote AH(A
» Chot FEfO| @ 54 / HIEAE H2 / HAEE /5 YK
» SECaaS EUES S0 ZtHt AH / X/ 27 / &el
- HA T1s
= WAF MH| A= FALO|EO| CHEH CHYSH 542 BofgtL|Ct. WAF MH| AL RIAO[E S 2|58} 7|52 A2
Ll L= = T38 7L Js= NMa
- OWASP Top 10 # <& -ohd B2 A9 . o = e o= "o
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Injection
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Bot T 2Ty
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