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Secure Service Edge & SASE
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Q—C Zero Trust Architecture for SSE
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Figure 1: The Secure Access Service Edge (SASE) framework includes SSE for policy decision and enforcement. SASE requires the use of dedicated connectivity
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What Does a Cloud Native SASE Mean?

» Software-based, hardware-neutral

» Scale out and back as needed

» Container/Microservices-based

* Globally distributed points of presence

* In-line encryption/decryption that scales
 Single pass scanning for malware/sensitive data
« Daisy chaining increases risk and complexity

* |deally, multitenant by design

Gartner
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Network security architectures
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T center at the center of connectivity
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2020 Gartner MQ for
Secure Web Gateways

Secure Web Gateway & SASE,
ZTNAS| = H

Zscaler Zero Trust Exchange
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Figure 1: Magic Quadrant for Secure Web Gateways
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COMPLETENESS OF VISION

Source: Gartner (December 2020)

As of October 2020 © Gartner, Inc
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1.4B 5G THat 50% of all connected 220x growth 4.6x growth
by 2023 devices by 2023 (2016-2021) (2016 — 2021)

Work From Anywhere
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Secure access to Internet & SaaS Secure Access to Internal Apps
HESS, ALK IA, sHdol | i ;i VPNGQIO| 22tRE % pCo| Yo AHu A
Qo] S AAHS 1 % P g ASLch de 34E Yol s

HES Aol Hat
Direct to Internet

ZERO TRUST W A) [~} [ ~}

SINGAPORE EXCHANGE LONDON PARIS  FRANKFURT

E?_l'2| ﬁil‘ Work from anywhere, on any device

SSE ZTNA Q ‘ ||”|||"| EE

Your Workforce and B2B Customers

OHSclAH0lE, HIERT el 2ot

4 A G IR R &> zscaler




Hel of= &3 - M= ESAE AN QAX| HOF MH[ A

Saas Internet
Data center

Ju| gy jum| gy
J |y |y
THES, AKX 23t sH

U

M
il
i
u
n

XE o
Securing your cloud transformation 62503’9[



z
]
El
<
H
o
S
2
4
=
2
£
r
&
a
z
=
3
5}
4
&
El
<
3
2
2
s
H
3
5
8
q
£
&
Ed
g
g
b
3
g
g
I
&
8
8
S
8

20



21

H=Z E{AE AN QX

7l

<n

Products

Services

Zscaler Internet Access (ZIA)

Zscaler Private Access (ZPA)

Threat Protection Engines

Adaptive Policy Engine

rved. ZSCALER CONFIDENTIAL INFORMATION

Authentication
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ZERO TRUST EXCHANGE

DLP Engines

Inspection (SSL)
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Zscaler Digital Experience (ZDX)

Zscaler Cloud Protection (ZCP)

Al / ML Engine

Logging and Reporting APls
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ZIA: Zscaler Internet Access ZPA: Zscaler Private Access
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perimeter security

appliances: WSS Ew ) 1PS (Define, Enforce, Log)

« Ineffective A DLP (Define, Enforc, Log

+ Complex % PROXY URL (Define, Enforce, Log)
« Costly e SSL (Define, Enforce, Log)

24

Zscaler Internet Access, M2 EBAE QAN OIX]

aws —

External Apps Internal Apps

el ANTIVIRUS (Define, Enforce, Log)

(SeeE  SANDBOX (Define, Enforce, Log)

©2021 Zscaler, Inc. Al rights reserved. ZSCALER CONFIDENTIAL INFORMATION

aAWsS =]

External Apps

Internal Apps

TO
cloud security:

« Better security

ZSCALER
PLATFORM SERVICES

. Simplification Threat Prevention Access Control Data Protection
« Lower cost AVfAnFlspyware . Cloud Firewall D.LP
Intrusion Prevention ~ CASB File Type Control
Advanced Threat Web Security
Protection URL Filtering

Cloud Sandbox
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Zscaler Private Access (ZPA): QtHst1 i E L & H 5 -

Internal Apps

App Connectors

Data Center
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ZERO TRUST
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Private
Service Edge
Corporate
Network
Branch Home
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Digital Experience (ZDX): THZ A 2 29| 7}A|/d
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Zero Trust Architecture
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Zscaler Internet Access
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Identity Management

B8 ADFS Azure Active Directory

Conditional risk-based
identity access policies

Endpoint Protection
and Management

Microsoft Intune  Windows Defender ATP

Simplified Z-APP deployment
across mobile devices
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Zscaler Cloud Security Posture Management

Identification and remediation
of cloud misconfiguration

Data Protection

Azure Information Protection
Microsoft Cloud App Security

Zscaler CASB
Zscaler DLP

Visibility and data
protection for cloud apps

Security Operations

Azure Sentinel

Log streaming for
threat hunting

&> zscaler



X|AH U =2

33 ©2021 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION



Value Drivers

ANEA &3 e

dEH H-2 MAHZ 2ol LIERA
CHOI AIIS =S-ILICH EciE =2

IHE JibE Zscaler HIOIH dlE =2
dESELICH

OIHYl AZ-UY= HUHE Sol
EZQE AR 2 EQNE ) R4 =9

molgds St 0365 z1H st

2 S A2t H X565t R
+5 913 122 BALID
S / BRAO AT OIE, WX,

01 20, #1 22l 2B 52

HIH R IR O e
o
o
m

SOl HH U PF FAY AHS AOIE, TIE MRA, 1Y B-0t
W2 e s U, . - 9 DI} POt NS SI5t D2 ME
244901, T4, GOPR 2 JIE} =C o 0IdMd T
2F, WO U B0l A RRiEl DUl OfLl BB MHIAS
&0l =& 5 ABSSL/ TLSE 02522 22IH &E0| 81
Tas O ST 520 O MGA - ZL Q3 HoF KA o
IS X M(RBAC) 24 5 ZAl 20t
HHS S8E 4+ US
OLSHI2S/QIHI2 S QIE Y Hot . Jleio] "B, ASl, HHE A"
012210121 A(SSL, DLP, ME Bt A Carbon Footprint =X/20/H0F B4 oA

ol ABlA

/ Green

SAAL, === & JIEE A2t

ESG 8+ ==




Zscaler = ¢

HEl AL
EH
S =

2
. EAL X, A
2t

. BE

. X

o <{FK

=
M

Bal, 9K &

I

2 A
[ ]

| o, ©ae

2ot ME|A 502

H|

Al

—
RE

ol

20| HE[H H
g 2lH=

0]
joil

SSE/ZTNA
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i Data | revention for r 210 &
Enforce policy close to the user ata loss prevention for users, Reduce MPLS costs 2ol

in 150 data centers loT, and servers | 3}

@) O 2HEs5ta, O L2 MH[AE, O Y2 H|82=2 2E & £ UCts A2
) E2 42 YLt (It's a rare occasion in history where it got more

secure, better, and cheaper all at once.)
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Value Summary 0| H|

ZIA Bandwidth Consumption Trends

Bandwidth Consumed (TB )

@ Total Traffic Authenticated Traffic

313718
36487
355378
128478

285778

Bandwidth Per User Per Month (GB)

Authenticated Users Vs Purchased

1821718
o
266718
o [T
28978
199978
269718
254678
o
260978
o
253378

2 A

111%

DC Usage SSL 0365 Traffic

Zscaler SSL Inspection at Scale

Value delivered in the months of November, December, January Total secumy Blocks
Bandwidth Consumption has grown by 58% from same time last year - ‘ o o )
from 1,253.3 TB to 1,988.9 TB.

41.7 Billion
Transactions processed.
2.6 Billion
Policy Violations prevented.

903,270
Security Threats blocked, including:

o

8,143
Botnet calls

232,694
Malware threats

o
&
N

& I S I I
R R o"é‘,,ev,p"v&&,p'

RIS

361,561
Phishing attacks

PO P N N L4
& S S S

\'7' Q\

a,

&

&

7.7x

&

‘s complete security stack as a cloud service,
you get |rnproved protection wnhou! the inspection limitation of appliances.

Zscaler processes, on average, more than 65
billion transactions per day. We now know that
around 80 percent of that traffic is encrypted.,
We block an average of 9.5 million SSL-based
advanced threats every day.

93

Of traffic at

is encrypte;.

A multilayer defence-in-depth strategy that fully
supports SSL inspection s essential to ensure
that enterprises are secure from these threats.

he last 3 months, utilizing Zscaler to inspect SSL traffic,
2 10,029 encrypted threats were found and blocked
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Your Top Cloud Applications Your Top Productivity Apps

""" Commen Offlve 365 Applivarions uses 12.5% of your total bandwidth and Commun Office 365 Applicarions was your | --Your productivity applications.use. 1.4.2% of your total bandwidth
top cloud application in the previous quarter. Top Productivity Applications Traffic Volume - ) 774.@00 @) =959 Yoy
Top Cloud Applications This Quarter By Allowad Bytes 80
By Allowed Bytes 1596 TB  Common Office 365 Applications R
g 60
1596 T8 Commen Offce 365 Applcations 15578  ZenDesk s %
o s 50 (y o i e
s7e RS (0] £ [ ierone A
wp 52575 [Grebrve il 10
6164 GB  Pendo 0
- 507 TB — Pgrcemagg of bandwidth your top 10 W20 M3 A0 S0 Oa20 Nordd Dec30 Jam3) Feb 3l Marl Aprdl May3l hm3l M) A3l
foud licati tf 5079 GB  Microsoft Delve :
mp 4o SR cloud application(s) account for. _ Quarterly Comparison
‘ 4478 - 4916 GB  ServiceNow By Bytes
=) 21578 [MERRR Teams 4881GB  JetBrains YouTrack

12.4%

14.9% ?
15578 [JZ8Desk 4502GB  Microsoft Power BI 8.0%
9178 [Mihazon Web Services 3281G8  SAPAriba _ i
61778 [GHeroiud Az ?
You Peer :

13TB  Other Productivity Apps

Clovd
Securing your coud transformaton | @l 2SCAlEr Securing your cloud transformation f;zscaler
Your Office 365 Growth Traffic Trend for Office 365 Applications — Last 6 months
Total Office 365 traffic was 844.4 T8 in the last & months, decreasing 1% over the period
Outlook (in TBytes) Sharepoint (In TBytes)
Top Office 365 Applications Traffic Volume - @ osviaea @ o100 Yoy o 50
By Bytes
60
3 50 15
1596 TB  Common Office 365 Applications & 40
£
B 30
1356 TB  Outlook 5 %5
528 TB  OneDrive # 10
0
44TB  SharePoint Online 2 Mor2l  Apr21  Moy2l  Jw2l  Wi21  Aug2l Mar2l  Apr2l  May2l  Jw2l W21 Avg2l
0
216 TB | Microso Teams 1220 M AgI0 Sep20 OaZ0 Nevdd Dm0 a3l Feb2) Mmdl A2 Mardl Aedl M2 A3l ‘
Microsoft Teams  (In TBytes) Skype. (in TBytes)
] SR Quarterly Comparison 10 4
5079 GB  Microsoft Delve By Bytes : 3':
4502GB  Microsoft Power Bl : 25
2
449GB  Microsoft Forms 18% 4 15
289GB  Microsoft Azure - 2 0_;
0 0
287GB  Other Officed65 Cloud Apps You Peer Cloud Mar2l  Apr2l  May2l Jin2l W21 Aug2l Mar21  Apr21  May2l k2l W21 Aug2)
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Threats Blocked by Threat Category Protection Against Threats in Encrypted Traffic

....... Breakdown of the 4 1.0.9 Thousand- threats blocked last-quarter- ... L Sophisticated threats are.often hidden.in encrypted traffic. As a proxy architecture, Zscaleris.. .
designed to scan this traffic for security and DLP.
All Threats Blocked
Viruses & Spyware Advanced Threats Cloud Sandbox Traffic Breakdown T
5 472% 100 99.86% 1 By Bytes

08 1k [RRpted

4.5 %
4 98
3.5 3.20% g 07
3 97 > 06
25 9 9s527% 5 Top Advanced Threats Blocked in Encrypted Traffc
2 95 0.4 By Transactions {
15 i 0.3
1 - 0.2 0.10% 2512K  Adware/Spyware Sites
0.5 0.14% 01~ Zo001%  <001% -
X X 1242K  Phishing
0 L ——) 92 o %
553K  Malicious Content
N You Il Peer Average I Cloud Average 248K  Cross-site Scripting
Comporad to Other Customers where Industry is Retail & Wholesole, Geogrophy is Other and Size is 10001-25000 Encrypted Traffic  ® Unencrypted Traffic 148K  Other Advanced Threats
Sectring your cloud transfomation | @D ZSCalEr” Securing your cloud transformation szscaler
Cloud Sandbox (Advanced) Summary of Advanced Threats Blocked (Transactions)
20,429 files were sent to Sandbox for analysis by Botnet Callbacks (17 Thousands) Phishing  (In Thousands)
12 100
%0
1 80
70
06 50
40
7.24 B 04 2
Tronsactions with Files 02 fg
0 0

Mar 21 Apr 21 May 21 Mar 21 Apr 21 May 21 Jun 21

Cryptomining and Blockchai Malicious Content {In Thousands}

Apr 21 May 21 Jun 21 Apr 21 May 21 Jun 21
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Of| Al: HALC] EMQ & Zscaler 7+ ¢

S 9l @china @office @westasia @asia @america | @mexico @global @eu
.your.sc .your.sc .your.sc .your.sc .your.sc .your.sc .your.sc .your.sc
Org-I1D xxx6057 xxx1737 xxx20526 xxx88603 xxx20582 xxx0741 xxx1478 xxx63885
Licenses 2188 1600 899 1878 4500 200 2550 1900
Fo;'rvl;lz]crfcilcing GRE+Agent | GRE+Agent | GRE+Agent | GRE+Agent | GRE+Agent | GRE+Agent | Agent Only | GRE Only
Authenticationf", NLAINGRE Nonput - SAML - (GRE Non punGRE Nep AR o aut| S| v

& 35,000 User License
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IL§ Location@ 2

3.3TB

2978

2.7TB

2.3TB

2.17TB

1.8TB

1.6TB

1578

1.57T8B

1009.1 GB

2TB

@QESERY I #e

THAINOX

SSVINA

VHPC

TBPC

VIETNAM

1JPC

PMPC

JAPAN

VST

VNPC

Other Locations

|ZE(Agent 7|2te| ALEA} E2fE 2 K| 2l)

@china.your.sc

ZPSS

CORE

CSPC

CFPC

CCPC
HUAYOUESM
CDPC

QPSS

CHINA

PGDS

Other Locations




@global.your.sc @asia.your.sc @china.your.sc @westasia.your.sc

47 02 M 129.87 M 118.67 M 40.1 M

sactions with Files Transactions with Files Transactions with Files Transactions with Files

5

Found Known
Malicious




H MA| Web Application #1& & 2 0| Productivity, Collaboration, Streaming App & T Xl Application Top100i| CH3H HEE H7|

@global.your.sc @office.your.sc @china.your.sc @america.your.sc

326.2GB [INGUTUBEIIN 310GB INGUTHEEI 293.9 GRnifionIOfficeis65Mpplications  12.5GB  INGUTUBENINNNN
151.3 GAnnionIORfee 365 Applications CaMmon Office 365 Applications | 154.2 GB [lAiazon \Web Services 3.7 GBnrimonlOffice 365 Applications
52.2GB M@utlook 8.2GB | Outlook 92.5GB [WAliBaba 2.4GB [M@bogle Search
29.1GB  WAhnlab | Gmail 66.5GB M@Wtlook 1.3GB  MDoubleClick
27.3GB MGoogle Search 6.1 GB | Google Search 21.5GB [HDell 1.2GB [WFacebook
23.2GB MDaum | Facebook 19GB P WebEx 1.1GB MGmail
17 GB [fKakao 2GB | DoubleClick 14.6 GB || DingTalk 621.2 MB [l DigiCert
16.3 GB [l Facebook | Spotify 14.5GB [ igiyi.com 486.9 MB | Craigslist
14 GB [l DoubleClick 1.2GB | WebEx 9.5GB | Bing 383.3 MB | Yahoo Search
10GB | Evernote Taboola 8.6 GB | Ahnlab 341.1 MB | NetFlix
95.8 GB [MOtHkr Cloud Apps 5.9GB | Other Cloud Apps 33.2GB MOther Cloud Apps 5.2 GB [NOTRERCIoud Apps
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