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“Not very often one finds a
vendor that has a great
end to end team like
CrowdStrike”
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Instant
No infrastructure  No fine-tuning, Install the Verify the No reboot No signatures visibility

setup rule writing Falcon Agent installation updates
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INTERACTION RATINGS Usability
None None
Product (allowed) (blocked) Impact of the security software on the usability of the whole computer
(lower values indicate better results)
Crowdstrike Falcon 100 o
ESET Endpoint Security 100 0
FireEye Endpoint Security 100 o False detections of legitimate software as malware during a system
Kaspersky Endpoint Security 100 0 scan
463,1 I
Sophos Intercept X 100 0 63,152 samples used
Broadcom Endpoint Security Enterprise Edition 99 1 False warnings concerning certain actions carried out whilst installing
McAfee Endpoint Security 99 1 and using legitimate software
60 samples used
SentinelOne 98 2
Microsoft Defender Antivirus (enterprise) 90 10
) Blocked ¥ Compromised PROTECTION RATE
tre dependent
e products for 1032 Ths ableis stamount of faiures Bitdefender 1163 = 100%
McAfee 1163 100%
False positive samples test results Trend Micro 163 = 100%
-~ Kaspersky Lab 1161 2 99.8%
- Avast 1160 3 99.7%
- VIPRE 1159 4 99.7%
ESET 1156 7 99.4%
- Emsisoft 1155 8 99.3%
- Endgame 1151 12 99.0%
Panda 1150 e} 98.9%
L 8 CrowdStrike 1149 - 1 98.8%
,; é f Microsoft 132 3 - 98.7%
) g 2 z eSaan 142 2 98.2%
= Faine bk - o o oo ooy Qoo aoon. a0 Qo Qo [ [ Qo Fortinet 142 2a 98.2%
Vhdwenni  Gam  amn  am G e am o aam o e Saint Security 1065 % 91.6%
oo UMEA | n Nem  Wmen | 6am  wmen  me  man  en e sm ase Firetye 101 . 78%

(Blocked % + (User dependent %)/2)*

June

False
Alarms
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[ Cs-160228-1151 <  Lift Containment

Execution Details

Mar. 7, 2017 19:49:46 Mar. 7, 2017 20:11:35
olo DT . SYSTEMINFOEXE
- = ) - 5 C5-160228-1151
T=&¢ . ®
IEXPLORE EXE ’ 9 WHOAMIEXE
@ e g ><_ €S-160228-1151\CS_User
@ ,¢— -\\ @
2e
V4 IEXPLORE.EX§ High Severity Activity Prevented
' e l e This file meets the File Attribute ML algorithm's high-
‘ =] ' NOTEPAD.EXE ) confidence threshold for malware. The process was blocked.
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Host search

Connect to host

Network contain

259d7370399343e9a72270a3¢231e800 Windows 10 06:ce
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Windows 10886
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Hosts by assessment score Failing assessments with highest host counts over the last 30 days
Assessment item

80-100

60-79

Assessment by host
Search by host ID or hostname Score range Assessment

B <40 None

Displaying 6 of 19 hosts

Host D ¢ Hostname % Platform % Score version ¥ Last updated + OS assessment * Sensor assessment ¥ Overall assessment +

OS , Sensor £t ®7} 7|
ol

U+ Zero Trust Assessment 7| s2 A
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o= Configuration > Workflows >

< All workflows

Total executions (1) -
®  2022-02-0414:14:25

Details

Falcon Overwatch ® Failed

2022-92-04 14:14:25 etection

4

Actions (3)
Action
Send email

Status
“. Pending

Action

dste

Get file

Status
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Medium Execution Process Injection L}
Low 2 Credential Access Command Line Interface ACTORO“ EI'I-IO.-_I' %E I‘"-g—
Informational Post Exploit Credential Dumping
« ERZl R7b/ EHA MY
+Q +Q +Q 15 more . OpX| 8 2 A| 7t
. % 57| /g =5
Select All e TTP (tactics, techniques
VELVET RICOCHET STARDUST and procedures)
SIGINT HUMINT HUMINT « AEHQIEC XtE AA
TACTIC & TECHNIQUE DETECT TIME h g
@ High Machine Learning via Sensor-based ... © Aug. 6, 2020 10:48:18 ol oo

[= STONE PANDA Detected

Sort by last active

ngh TACTIC & TECHNIQUE DETECT TIME
+14 others Execution via Exploitation for Client ... O Aug. 6, 2020 10:44:33

W PINCHY SPIDER W VELVET CHOLLMA =

|= VOLATILE KITTEN Detected

High TACTIC & TECHNIQUE ® DETECT TIME
+5 others Machine Learning via Cloud-based ML Aug. 6, 2020 10:35:47
ANCY BEAR - GRACEFUL SPIDER el WICKED PANDA - KARMA PANDA -
TACTIC & TECHNIQUE DETECT TIME & S
High . . . - ® . [0 53"
Machine Learning via Sensor-based ... Aug. 6, 2020 10:34:23 @H;‘
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8 detections found | X

Time Status Triggering file Assigned to

Last hour 0 choice.exe
Hello <CUSTOMER> team,
Last day 0 In Pragr
Falcon OverWatch has detected the ofa ici widely known to load malicious DLLs, on Last waek True Positive
Machine1. Commencing at 2019-04-10 01:25: 08 UTC a service started and executed the binary
shata.exe[1]. This file was a legitimate and signed Kaspersky Anti-Virus binary, that was renamed from ast 30 da False Positive
and was likely used to load the malicious DLL ushata.dll from within the directory
C:\Prog -a\Microsoft\DeviceSynch. Itis also likely that Ihls directory contained other malicious files,
however it is pnsslble they have been deleted.

Ignored

The activity can be viewed in your Ul using the following link:
hitps:ialcon filter=hostic3A %% %27

If you have any questions please da not hesitate to contact us by - reg.exe

Kind Regards, Aaron Ausherman s Comment
Karl Voss
CrowdStrike OverWatch AV-WINTD-DT
(11
Execution Detaila

detection and prevention features, which will assist with analysis and also assist in "
protecting your hosts from other malware. Please perform the following in your Ul: NFTFET TIMF Jun. 1, 2020 19:42:26
* Sensor Capabilities

o Set “Unknown Detection-Related Executables” H o 7 |_ o | [ El_ X_”

o Set “Unknown Executables” to “Enabled” o SE-RIV-WING-DT
* Next-Gen Antivirus - Cloud Machine Learning and Sens®
o Set slider to “Moderate” for “Prevention” USER NAME demo
* Malware Protection - Execution Blocking
o Set “Suspicious Processes” toggle to “Enabled” el
o Set “Suspicious Registry Operations” toggle to “Enabled” Q | Od o|_ Eo ED (OVerWatch) K‘I |-
o Set “Suspicious PowerShell Scripts and Commands” toggle to “Enabled” =] EHI E (= EH I
* Behavior-Based Prevention - Lateral Movement and Credential Access —_ ( = A0 )
o Set “Credential Dumping” toggle to “Enabled”
+ Add any hashes to your custom blacklist for added protection
11: ‘—_UH_. LT Rl Rapid Response: The activity is likely malicious in nat
You may also consider utilizing the “Network Contain” feature within the Falcon Ul to P Investigate the orocess tree
isolate/contain the affected hosts. Falcon Overwatch will continue to investigate and will ' “ EXE
report on any new findings. Please ensure that it will not critically impact operations by \ @ LOCAL PROCESS ID 2636

isolating the host from your environment. For further information on changing a host’s

containment status please refer

to https://falcon.crowdstrike.com/support/documentation/71/real-time-response-and- COMMAND LINE reg delets "HKEY_LOCAL MACHINEVSYSTEM\CurrentControl
2021 CROWDS network-containment#host-containment Set\Sarvices\CSFaleonSarvice /f
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A true turnkey solution
Deploy in one day

No consulting
services required
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