Cloudflare Corporate Overview

20-

CLOUDFLARE’



Who is Cloudflare in 1 page
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What is key value of Cloudflare?
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Cloud migration creates a new landscape
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Global anycast network

@ Cloudflare city

Note: Data as of August, 2019.
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which Cloudflare's network is
reachable within 100ms via

Approximate area inside
o
the Internet

Confidential. Copyright © Cloudflare, Inc.

20M+. Rreq/sec

Internet properties

250 POPs

Cities and 90 countries

100+ Tbhps

Network capacity
DDoS mitigation capacity

99%

Of the Internet-connected
developed world population is
located within 100 milliseconds
of our network



Cloudflare’s Global Data Centers map
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Cloudflare System Status

What is this page?
Cloudflare provides performance and security to website owners via its intelligent global network. This is the
system status for the Cloudfiare service, both edge network and dashboard/APls for management

Status information is also available as an RSS feed - https://www.cloudflarestatus.com/history.atom

» Cloudflare Sites and Services ? Operational

» Africa Re-routed

v Asia
Bangalore, India - (BLR) Operational
Bangkok, Thailand - (BKK) Operational
Bandar Seri Begawan, Brunei - (BWN) Re-routed
Cebu, Philippines - (CEB) Operational
Chengdu, China - (CTU) Operational
Chennai, India - (MAA) Operational
Chittagong, Bangladesh - (CGP) Operational

https://www.cloudflare.com/network/
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https://www.cloudflare.com/network/

Cloudflare is an Edge Service Provider

PERFORMANCE SECURITY RELIABILITY INSIGHTS

Q0 (_/)

Web Anycess Threat
optimization security network analytics

| ® ® O

Mobile WAN Pere e Load Always Traffic

optimization optimization security balancing online monitoring

"1 Edge APPS Apps
PLATFORM | <> compute platform

Scalable e Modern, unified architecture e Easy onboarding, fine-grain control
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Extending Cloudflare to networks

HTTP, DNS
Authoritative DNS
CDN
Argo
Load Balancing

Application Layer

WAF

Video Streaming
TCP/UDP

) Spectrum
) Argo
e Load Balancing

Transport Layer

Network Layer IP, GRE, any packet/protocol
e Magic Transit

2 Datalink Layer

; Physical & virtual connections
1 Physical Layer e  Cloudflare Network Interconnect
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Extending Cloudflare to networks

REVERSE PROXY

DDoS L4 TLS & Content

[P firewall i load
i balancing

Layer 3 — IP Layer 4 — TCP Layer 7 — HTTP

CLOUDFLARE DATA CENTER

mitigation protocols caching

CUSTOMER
ORIGIN NETWORK
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An integrated solution  awyeastnetworgs
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Cloudflare Security function Landscape
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Rate Limiting — Volume Based
Layer 7 Advanced DDOS(L7) WAF — Signature Based
(HTTP) L7 Firewall
A ——— Bot Management
Layen/ Spectrum (+ Port 21& HTTP Jt5)
(Non-HTTP)
S -, \
Layer 7 Advanced DDOS(DNS) DNS Firewall (Rate Limits)
(DNS) . )
S ’ N
Advanced DDOS(SYN/ACK) P Firewal )

Layer 3/4 IP Reputation /Security Level

Magic T it(BYOIP
DNS reflection or amplification agic Trangit(8YOIP)

Spectrum (+ Port H& HTTP Jts)
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. Cloudflare &&:

o Benefits and key differentiations of Cloudflare:

1)280] CloudflareE £0tot= 0l
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Integrated
Architecture

Scale Ease-of-use
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Cloudflare? &=/Jt= AMBIA XA

Global Network
175+ data centers with
an Anycast network
brings content to users
anywhere

Webpage

@ -
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Mobile

-
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&

ASAP

Accelerate performance
for native mobile apps
while reducing errors
through custom protocol
and multiplexing

DNS

Fast resolution of
DNS lookups makes
response times faster

CDN/Caching
Reduce travel distance
for content by serving
from Cloudflare’s

data centers instead of
origin servers

Load Balancing
Reduce latency by
routing requests to
the nearest origin
server through
geo-steering, weighted
or latency-based

CDN

Railgun

Accelerate dynamic
content by compressing
origin payloads

I~

Web standards
Support for TLS 1.3,
HTTP/2, AMP, and
QUIC

Video

Simplify delivery
and encoding of
video content

routing

al - — @ —O— [

Web Content
Optimization
Faster delivery by
reducing payload
sizes of images and
support for new web
standards

Origin Server

Argo

Accelerate delivery along
Cloudflare’s network

through connection keep-alives
and route optimization



Cloudflarel| 20t AH[A XA Securlty
DDosS Protection SSL Rate Limiting WAF Bot Mitigation
DNS/DNSSEC Enterprise-class Easy to provision Granular controls Collective Identify and block
Secure and DDoS and manage SSL, | to detect and intelligence of our malicious bot
reliable DNS. including mitigate abusive entire network. traffic.
dedicated traffic.
certificates.
—) ——) ' —) |E | ) ) ST Eeae  E—) (o) )
. N —Q 0 H— war

Request Passed!

D =)

Orbit

Secure and authenticated
connection between an loT
device and origin.

@

Access

Secure, authenticate, and
monitor user access to
any domain, application,
or path on Cloudflare.

e
| {}

Workers

Runs JavaScript Service
Workers to customize and
configure apps on the edge.

O

Argo Tunnel

Creates an encrypted tunnel
between an application’s
origin server and the nearest
data center without opening
a public inbound port.

Spectrum

Protect TCP applications
and ports from
volumetric DDoS attacks
and data theft.
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Request - Flow

ANYCAST NETWOKRS

Cloudflare Data Centers

Cloudflare
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Cloudflare Data Centers
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Origin

CDN

Origin

Amazon EC2

Amazon EC2
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Cloudflare: Performance measurement by 3" party

ZJAUANE 2ol =22 DNS ds
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DNS Performance Analytics and Comparison

AUTHORITATIVE DNS PROVIDERS PUBLIC DNS RESOLVERS DNS ROOT SERVERS

Information

World - Resolver Simulation  Uptime  Quality

Last 30 days -

160 180 200
Cloudflare 12.33ms _—

WordPress.com

DigitalOcean -2 —_

NS1 21.19ms —
Zilore 24.13ms —_—
Rage4 24.62ms [—

Verizon ROUTE 26.42ms —_—
ReodeZero 26,59 ms —
DNSMadeEasy 29.46 ms D —
Constellix 29.56 ms —_—

ZX https://www.dnsperf.com/
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AllDNS providers are tested every
minute from 200+ locations around
the world

Only IPv4 s used

At second timeout s set. If a query
takes longer, its marked as timeout

The data is updated once per hour.
Contact us if you need real-time data

"Raw Performance s the speed
when querying each nameserver
directly

"Resolver Simulation" simulates the
algorithm of public DNS resolvers
and shows the performance from the
resolver's point of view

"Uptime" shows the real uptime of
DNS provider. A provider is marked
as down only if all nameservers go
down at the same time. (in the select
location)

"Quality” shows the uptime of
nameservers. For example fa

WORLD CONTINENTS ~

Google Cloud CDN
jsDelivr CDN

Akamai CDN

Verizon (Edgecast) CDN
Azure CDN
Cloudflare CDN
Fastly CDN

AWS CloudFront CDN
CacheFly

BunnyCDN

StackPath CDN

KevCDN

DATA PROVIDED BY PERFOPS

4 PerfOps

PERFORMANCE RUM UPTIME LAST 30 DAYS
EED 0 20 40 60 80

4725 ms

Compare CDNs

160

180

20Ot Security CDN2Z H=&E CDNY MK
@ CDNPerf

CDN Provider:

ZX https://www.cdnperf.com/



Cloudflare Integrated Solutions Dramatically Reduce TCO
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= DNS A B 2 etk It

Without DNS Firewall

Your DNS Server
OFFLINE

A

[ ]
|IIIIIIIII'0' — lnl
Attackers Your visitors
Full access Can’t reach website

because DNS is
knocked offline

WITHOUT CLOUDFLARE DNS FIREWALL

The Attacker is able to directly attack your
origin DNS server, preventing the visitors
from completing DNS lookups.

o
Uf

SE=

—

=4

Using DNS Firewall

m

Your DNS Server
PROTECTED

I

Cloudflare
DNS Firewall

) L

Attackers Your visitors
Blocked at edge Able to reach
website despite
attackers

WITH CLOUDFLARE DNS FIREWALL

Cloudflare DNS Firewall stops the attacker at
the edge and keeps your DNS server protected.



Normal DNS
Resolution
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Hijacked
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What are some common attacks involving DNS?

DNSSEC is a powerful security protocol, but unfortunately it is not currently
universally adopted. This lack of adoption coupled with other potential
vulnerabilities, on top of the fact that DNS is an integral part of most internet
requests, makes the DNS a prime target for malicious attacks. Attackers
have found a number of ways to target and exploit DNS servers, here’s some
of the most common:

DNS spoofing/cache poisoning: This is an attack where forged DNS data
is introduced into a DNS resolver’s cache, resulting in the resolver returning
an incorrect |P address for a domain. Instead of going to the correct website,
traffic can be diverted to a malicious machine or anywhere else the attacker
desires; often this will be a replica of the original site used for malicious
purposes such as distributing malware or collecting login information.

DNS tunnelling: This attack uses other protocols to tunnel through DNS
queries and responses. Attackers can use SSH, TCP, or HTTP to pass
malware or stolen information into DNS queries, undetected by most
firewalls.

DNS hijacking: In DNS hijacking the attacker redirects queries to a different
domain name server. This can be done either with malware or with the
unauthorized modification of a DNS server. Although the result is similar to
that of DNS spoofing, this is a fundamentally different attack because it

targets the DNS record of the website on the nameserver, rather than a
racnlvvar’e ~rarhe


https://www.cloudflare.com/learning/dns/glossary/what-is-my-ip-address/
https://www.cloudflare.com/learning/ddos/glossary/malware/
https://www.cloudflare.com/learning/ddos/glossary/tcp-ip/
https://www.cloudflare.com/learning/ddos/glossary/hypertext-transfer-protocol-http/
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Cloudflare Access

Legacy Problem
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VPN
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Cloudflare Solution
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7.\ Cloudflare Access

— . .
Zero Trust Security Solution

y
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Control User Access to Applications
Enforce access to specific applications on a per-user
basis with easy-to-create and manage rules.

Deploy and Manage Access Control Quickly
Leverage existing identity providers and authenticate on
the Cloudflare global network to provide Single Sign On.

Deliver Fast Applications to Devices Anywhere
Users get easy, secure, and fast access to internal
applications wherever they are, from whatever device.

Monitor User Access and Change Logs
View and search real-time access logs in the dashboard
or integrate with a third party SIEM.



7.\ Cloudflare Access

Quick Value Propositions

e Makes your on-premise applications feel like SaaS applications.
e Avoid vendor lock-in by leveraging an agnostic provider.
e SSH into your infrastructure without maintaining SSH keys on machines.

e Cut support costs and headaches of managing a VPN.

22
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DNS Firewall Features

Rate Limiting
Rate limit the number of queries per second
that hit your DNS servers.

DDoS Mitigation for DNS

Advanced DDoS mitigation is baked right into
the core of DNS Firewall.

Lightning-Fast DNS Lookups
By caching DNS responses on Cloudflare’s
global network, responses are just

milliseconds away from any visitor, anywhere.

Q
Oy

Bandwidth Savings
Save bandwidth to origin nameservers by
serving cached DNS responses.

Always Available DNS

By stale serving stored DNS responses when
origin nameservers are down your DNS is
always online.

Easy Setup

Just point your nameserver IP's to Cloudflare.
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We deliver Enterprise solutions to every vertical
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Cloudflare: Leader in Forrester Wave™ Report

17} . . Strong
The Forrester Wave™: DDoS Services Providers, Clisfengers Soolenciers____ PeriUirhee Lawiors

gave Cloudflare the highest possible scores for: e

O
« Attack types defended )

- Data/scrubbing center geographic presence

Current

« Detection tactics offering

« SSL traffic inspection

(Akamai only has a larger circle because of their Fortune 500
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customer base) ——
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Welcome to a faster, safer internet.
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Cloudflare Customers
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