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*How a Hybrid Multicloud Strategy Can Overcome the Cloud Paradox,
IBM, 2019.11.5
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7het MH EC2: Elastic Computer Cloud Virtual Machine GCE: Computer Engine
7t O3 EBS : Elastic Block Store Disk Storage Persistent Disk
ELPS IPSESEN S3: Simple Storage Service Blob Storage Cloud Storage
o ML EFS: Elastic File System File Storage Cloud Filestore
E3ME MH[& EB: Elastic Beanstalk App Service GAE: App Engine
MH 2|2 Lambda Functions Cloud Function
ZiH o[ Amazon ECS Azure Kubernetes Service(AKS) Kubernetes
DNS A{H| 2~ Route 53 DNS Cloud DNS

-

25t 24 ELB: Elastic Load Balancer Load Balancer Cloud Load Blaccing

21 E Native 840 &=
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service ~

Resource grou %

Q

younggil.-roh @ bespin-mss

anEm,
. T

@ New EC2 Experience

Tell us what you think

EC2 Dashboard
Event
Tag
Report
Limits
¥ Instance
Instance
Instance Type
Launch Template
Spot Request
Savings Plans
Reserve Instance
Dedicated Host
Capacity Reservation
¥ image
Working with
AMI

bundles

« ELASTIC BLOCK

Name v

Test_ktw_ku
tw-worker-node
Test_ktw_ku
Yunho_Test_...
aws-cloud9-...
KMS_an_2a...
rc_ds_df_ag...
Yunho_Test_.
Test_ktw_red. ..
AIWAF_JJH...

T,
asueg iv

R Y]
med

Select instance from above

i-00e01988bd3779d 2 medium
i-01703fb61308%ba13  t2.medium
i-0264431e5c226db2f 12 medium
H02c6128i6ead3dadd t2.micro
i-044a45d5c52d0dd27  t3.small
H0483cbBcBb3c39870 t2.micro
i-052b61e757da0fc60  t2.micro
i-056f5f8ce0dbabch8 {2 micro
i-05b558b4bf92b5f55 t2.micro
i-06eb929b7495853... m4.large
i-0Mic89750683656d38 12 micro
A2 AMME
= OO

work v
SE7IYsE A
Instance ID ~ Instance type -~

Availability Zone ~

ap-northeast-2a
ap-northeast-2a
ap-northeast-2a
ap-northeast-2c
ap-northeast-2a
ap-northeast-2a
ap-northeast-2c
ap-northeast-2a
ap-northeast-2a

ap-northeast-2c

Instance state

& running
& running
running
stopped
stopped
running
running
stopped

running

0 060060 ¢ ¢

running

S,
unning

Health check ~

@ 2/2 tests pa
@ 2/2testspa...
@ 2/2 tests pa

@ 2/2tests pa...

(<

2/2 tests pa...

2/2 tests pa...
2/2tests pa...

U < <

Ny s
Li£ 165

Alarm

none
none
none
none
none
none
none
none
none

none

*
US East (N. Virginia) us-east-1
US East (Ohio) us-easlt-2
US West (California) us-wesi-1

US West (Oregon)  us-west-2

Asia Pacific (Hong Kong)

Asia Pacific (Mumbai)

ap-south-1

>
*

L] *
RETTT L A

o & 0

= 23/23

icIP ~ IPv6IF

86 -

ap-east-1

Asia Pacific (Seoul)

ap-northeast-2

Asia Pacific (Singapore)

Asia Pacific (Sydney)

ap-southeast-1

ap-southeast-2

oy
|

31 -
i0.54 -

Asia Pacific (Tokyo) ap-northeasi-1
Canada (Central) the-central-1
Europe (Frankfurt) eu-central-1
Europe (Ireland) eu-wesi-1

e

Europe (London)  eu-west-

Europe (Paris) eu-west-3

Europe (Stockholm)  eu-north-1
Middle East (Bahrain)

South America (Sao Paulo) eas

me-south-1

t-1
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CroudTrailS 2EJAMXNZ S5t O|HIE R L|E{Zl 0tOo 2 Hotalg| £1X| S

aws service v  Resource grou % Show / hide columns £
—
CloudTrail Event reCOI—d Select the column you want to display. Deselect any columns you don't want displayed.
v )
Dashboard Event history includes activities performed by users, groups, or AWS services for services supported by your AWS account . By Eventtine EventD
4 filter, or apply another filter. ¥ Usemame AWS access key
I Event record ¢ Eventname Source IP address
Insiahts You can view events from the past 90 days. Select the appropriate event for more information. To view the ¥ Resource type Error code
g Logs. Learn more ¥ Resource name Request ID
Tracking AWS Region Read only
Can't find what you are looking for? Running advanced queries on Amaz
Event source
Learn more
fee filter: Read only v false Time range: A|7h Q[ HE Restore defauit [P
manual Event time usefname Event name Raennre
forum (& filter:  Read only v false Time range:  A|7h 49| A =]
» 2020-04-12, 05:00:12 PM OrchestrationService SendCommand
“ Event time username Event name Resource type Resource name
FAQ &2
» 2020-04-12, 04:31:07 PM securityhub BatchGetResource
AWS access key ASIATWE3NBTXN4EUY6TX Event time 2020-04-12, 04:31:07 PM
» 2020-04-12, 04:31:05 PM securityhub BatchGetResource
> AWS Region ap-northeast-2 Read only false
» 2020-04-12, 04:31:02 PM securityhub BatchGetResdyrce
Error code Request ID dfc4eb28-d535-449a-b6a6-53005d 19639
» 2020-04-12, 04:31:02 PM securityhub BatchGetResourc! ~>
Event ID 85b1fidi-d278-400¢-9a20-b48dee4e32b3 Source IP address securityhub.amazonaws.com
» 2020-04-12, 04:31:02 PM securityhub BatchGetResource
Event name BatchGetResourceConfig username securityhub
» 2020-04-12, 04:31:02 PM securityhub BatchGetResource( )
Event source config.amazonaws.com
» 2020-04-12, 04:31:01 PM securityhub BatchGetResource(
Reference Resources (0)
» 2020-04-12, 04:31:00 PM securityhub BatchGetResour
b 20900412 N4-31-00 PM apnritvhih RatehfstReantirder Events
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YOUR CLOUD OPERATION
-~ e NS e
E of| CHS |E{2! M-S £~2I61 0 XS5} 6FX| L=LC} ost 2l 2| oL
OIHJ—E:I- C |_I'EL‘Eoo—la'l'hl‘)J—xogox L'sl_EE |_I'EE-'|'—|_I'E- E—E
o
[X1# AMH| 2 Of| Af]
Events x
OIEY L
. =N e N
COHSOIeI—Ogm AWS 2& =721 "arn": "arn:aws:iam::253729043694:user/younggil.roh”,
CreateUser AM 71|%1 AHA "accountId”: "253729043694",
"userName": "younggil.roh"
DeleteUser IAM A2 At 1,
Runlnstances VM QIAEIA AHA "eventTime": "2020-04-12T08:30:347",
— N "eventSource”: "signin.amazonaws.com",
o
Startlnstances / N,Ji'?ji AlA ‘eventName”: "ConsoleLogin”,
Rebootlnstanc% VM (&E.ji PUINES 'awsRegion": "ap-northeast-2",
C | O] o 'sourceIPAddress™: "114.200.147.111",
Stoplnstance El\ﬂ?_lﬁ {4 SA| TuserAgent : MOZ1l1a/5.0 (Wihdows MT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Ch
Terminatelnftance i A DIAELA ALY "requestParameters”: null,
i "responseElements”: {
CreateBUCket _____ ! S'Pj A )gjg "ConsoleLogin”: "Success”
CreateAccessKey Iy A Yl 3
— — "additionalEventData": {
oy EHM S} H|EHS
UpdateAccessI@ A | 8-32/HIEEst "LoginTo": "https://ap-northeast-2.consdle.aws.amazon.com/console/home?nc2=h_cté&region=ap-nor
DeIeteAccessKey N\ %ﬁ 7| AFA| "Mobileversion": "No",
"MFAUsed": "Yes"
PutBucketAcl S3 HZI E2A|0f 2 )
PutBucketPoIicy S3 Il A A "eventID": "309c73dc-9344-4912-8de8-2db3edde2bf2",
- - — "eventType"”: "AwsConsolesignIn”, v
AuthorizeSecurityGrouplngress | 2IHEZE E2fi2l 5|8
AuthorizeSecurityGroupEgress | OF2HI2E EZfiE 518 m
Stoplogging CloudTrail 22 U243}
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Hybrid data center

LIRS

Internet Perimeter

Branch & Mobile Saas
tG & loT Public Cloud
Endpoint
Oj2joj cHy|s E ot
. A58 & HEQT E3fT & .
AUER & TS o cemols v S RIEEIRES
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Asset Discovery and

Identification (:\ .
HAZ A EE R ERY \ ,

Governance and
Compliance il

Threat Detection and

Investigation Q
FEAt #E5S ZLHESO HEYS

A
e BAl A 2la3 el UE .

% ofo

f N
Automated Response @
K=z & X3t X E '—H%Oi\ /
e Mk =8 .

Data Protection
S 2 Ho|HE BX|stn 27350 E2

AAzu re ")
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¢ PRISMA

Network Security
ZERE JH F=7|0f Z%
. AEHQ HEQA ot

= 71 =

Vulnerability
Management

3|opHo| 2 Ma9l2
PN

AEsoz XSk Xpct

CI/CD Integration
7| 9| Cl/CD nto| =z}l
AHSHH S

Runtime Defense
2= 702 O S2[H 0| M2 4D A
s dgoto] HIZHH &
BABHLE K|

off
=
O Ol
X
o

Google

Cloud Platform
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Google Cloud Platform

----------------------------------
.

\ 22APE HE HoERM UL

IPS O
Ao
A B =2

Etc.

LIR?

@ Threat& Security Compliance ?

Prisma Cloud S22,

SCIRE FEF A|S5EH0 HEE0|AHA TS
Cl/CD SYEO #e| 2 HOotpF bt H[ =LA
ASHEZ 7P 7HE = /IS L CL

>

E.E_l_OE X|- :
= T .
o|sd AlZ+3| m :
wel 195
2 ST . kubernetesA 00
X|&= 0l O
CSOICISO ?:_II %gll_ol (o] ﬁ_’F__JIK_ @ -& AWS Lambda ® .
T . docker “9
l’(e Lo\ ME22 3R 2ekRisk O )

.
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